PHU LUC: MO TA CONG VIEC, YEU CAU TUYEN DUNG CAC VI TRi THEO DINH BIEN LAO DPONG NAM 2026 TAI TRUNG TAM CNTT
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Dinh gid bio mat img dung (Pentester):
- T thiéu 2 nim trong cong tic ddnh gid bio mit mg dung (Pentest); thinh thyo Burp/ZAP, Frida/Objection, ADB,
mitmproxy. fuzing co bin.
1. Trinh d chuyén mon: Tét nghiép Dai hoe trd Ién, hé chinh quy (bao - Co hiéu biét vé OWASP Top10, API Top10, MASVS, SSRF/RCE/IDOR/Descrialization. .
2bm ai hoe van bing 2, khong bao gm hinh thitc hoc lién thong Ién Dai |- Ut tién img vién dat mit trong céc - C6 kha nang 1gp trinh mdt s6 ngon ngir phd bién nhur Python, Java, C/C++.
e g aul
Dinh gié biio mjt émg dyng (Pentester): hoe) tai i ruimg Dai hoe trong nde hof cic truomg Pai hoe nude ching i iéng Anh sz TOEIC > |- Nim duoe eich thi thye hign cong vie dinh gid bio mit theo ic quy tinh phit trién nhu Agile, DevSecOps
ngodi/lién két qube 16 duge cong nhan theo quy dinh hién hanh. 600/ TOEFL PBT > 500 / TOEFL |- Uu tién OSCP/OSWE/OSCE/GPEN, c6 CVE/HOF/CTF ndi bit.
- Thye hin pentest web/mobile/APL, dénh gid cu hinh DB/OS/Container/Cloud theo checklist ; D¢ Lo duve e A e | > o N
. 2. Ngnh/Chuyén nganh dio tao: Ung vién dép tmg diéu kién thuge mdt |CBT > 173/ TOEFL iBT>61/  |An ninh sin phim (Product Securi
Chuyén - Viét PoC. ti hién 18 hong, dé xuit khd phuc. /YR nEan dao | I S20 P . " RN
Chuyenvien | viem bw | Phang An "D ol by dims o uy i, choskI, el e i i b i i hng 35wt o 107 Al ANOM chuyén mon sau: IELTS > 5.5/ Cambridge FCE (B2 |- Téi thiéu 2 nim AppSec/Product Security/Secure SDLC: kinh nghiém lam viée v6i tribe/squad.
W P 100 2 Neodi h¢ - 91| Nhom nganh Cong nghé — An ninh — K thut: An toan thong tin, Cong ~[CEFR) / Bfc 4/6 theo Khung ning |- Thinh thao DevSecOps toolchain (SAST/DAST/SCA/Secrets/CICD), risk acceptance.
2 |biomiting | mating | ninhbio | 3 2" | An ninh sin phim (Product Secu diém dy tuyén o Y S AR B2 2 e . ot 58
k ! théng A1 ¢ R nghé thong tin, Khoa hoe méy tinh, K thudt phin mém, Dién tir— Vién  {luc ngoai ngir Viét Nam. - C6 hiéu biét vé cic 18 héng bio mit g dung (OWASP Top 10, CWE, CVE, ...)
dung | dyngClp | mat - Tich hop secure-by-design vo vong di sin phim: policy, standard. pattern, library. D e o L ; : . O S
o o y-dosign o Jone S P Y thong. HE théng thong tin, Todn - Tin, An ninh mang. hofc cdc nganh ky |- Truong hop duge tuyén dung, (mg DevSecOps, CI/CD pipelines, vi quin 1y bio mit trong mdi trdng container (Docker, Kubernetes)
/314 - Rét soiit & chudn héa thir vién/cdu phin bio mét; t vin Secure SDLC cho squad sin phim. ne [ruons o CUge v cune, S 10 e e P O - PIPE 0SS AN
2o ¢ vk o e s thut lién quan. vién 6 trich nhiém hoan thién diéu |- C hiéu biét vé kién triic bao mit tong thé cho hé théng CNTT.
- Dinh gid ri ro thay ddi/phién ban, theo dai threat intel & 19 trinh va. - Truomg hop diic bigt: Ung vién khong dap img yéu béng cip nhung |kién tiéng Anh theo quy dinh hién |- Danh gi, phan tich va kiém tra cac yéu ciu bao mit trong qua trinh phat trién san phim. Xay dung cac phuong an bio mét
- Tham gia § kin dinh gid d& xudt phuong dn tang cudng an ninh bio it doi v6i cdc san pham dich vy, hé thong tmg dung CNTT tai BIDV. 6 chimg chi quéc t uy tin (SANS/GIAC. Offensive Security, ISC2, EC- [ hanh ctia BIDV trong thoi han duge |cho san phim truée khi dua vio trién khai chinh thitc. .
Council, ISACA) hofc thnh tich ndi bit (CTF, Bug Bounty, CVE/Hall of ~|yéu ciu. - Nghién cifu, xdy dyng quy trinh, trién khai cdc cong cu t dong dnh gid, kiém tra bio mit phin mém theo quy trinh
Fame) viin dugc xem xét tuyén dung. DevSecOp:
- Tham gia rd sodt, danh gi va d& xudt phuong an thye hién danh gia bio mét déi véi cic hé thong, img dung duoc trién
Khai theo cic du dn.
- Uu tién CISSP/GSEC/CSSLP/OSCP, timg din dit céi tién bio mit sin phim quy mo I6n.
¥ chinh sich bio mat:
- Co kinh nghiém it nhit 02 nim trong cong tic quin 1§ chinh sich bio mit hofc linh vie lién quan.
1. Trinh d chuyén mon: Tét nghiép Dai ho trd Ién, hé chinh quy (bao - C hitu bit vé cic tiéu chuin vé an toin bio mit hé thong thong tin vi du nhu: ISO 27001, PCI DSS, CIS, NIST,
e ehinh sich bio m 2bm ai hoe vin bing 2, khong bao gom hinh thitc hoc lién thong Ién Dai |- Ut tién g vién dat mdt trong edc |- T4 chite ra sodt, dnh gid viée dp dung cdc bién phip dam bo an todn bio mit hé théng thong in theo cip do.
Quiin Iy chinh séch bio mjt: A gom e e e A A o .
i tic chin ich, quy i, quy trinh vé an todn bl it b thérg thdngtn hoc) tai cic trudmg Dai ho trong nude hodic cic trudmg Dai hoc nude chimg chi tiéng Anh sau: TOEIC > |- Trién khai va duy tr ép dung céc tiéu chuin an todn bio mit gom PCI DSS, SWIFT CSP..
B s s Ay e 20 S o . N ngodi/lién két qube 16 duge cong nhdn theo quy dinh hién hanh. 600/ TOEFL PBT > 500/ TOEFL |- Cé hiéu biét vé linh wic kiém todn CNTT hode ATTT
- Lip ké hoach trién khai thye hién tudn thi theo cdc chinh sich, quy dinh cia Nhi nude va BIDV d8i véi linh vire an todn bio mit CNTT. ; T e e .
| Nahifn s vA bt sy dong i chinh s, qu trinh v 2 toom bt thg i i i thoo i quy i et phip gt i thoo et chudnthéng 2. Nganh/Chuyén nganh ddo tao: Ung vién dp img diéu kign thude mot |CBT > 173/ TOEFLiBT> 61/ |- C6 kién thirc co ban vé quan ti hé thing, quan tri mang, an ninh mang, 15 héng ATTT.
chuyen | Phong An e g - - 35 it thos |09 "I MO chuyen mon sau: IELTS > 5.5/ Cambridge FCE (B2 |- U tién tmg vién c6 céc chimg chi bio mét nhu CISA/CRISC.... ¢6 kinh nghiém vé kiém tosn CNTT, ATTT, quin trj cdc
Chuyen vien | " hong T . - 9% Nhom ngnh Cong nghé — An ninh — K thudt: An toan thong tin, Cong [CEFR) / Bic 4/6 theo Khung ning | dy dn CNTT, ATTT.
3 vién GRC | ninh bio 2 ’ Ra soit, quin Iy 13 héng bio mat: diém dy tuyén P o 1y v Vs A S0t aud S0 mi
GRC thing duanly e - N R P nghé thong tin, Khoa hoe méy tinh, K thujt phin mém, Dién tir— Vién  {luc ngoai ngir Viét Nam. Ré soiit, quin 1y 18 héng biio mi
Cipz3i4 | mit - Thm: hién ra sodt i bio mit, kiém ton bio mét cdc thinh phin trong he théng CNTT (méy chi, (mg dung, co so dir iéu, thidt bi mang, thiét bi bio o thong tp, Bho ! dren e Ve ; : .
! thong, HE thing thong tin, Toén — Tin, An ninh mang, hof cic nganh ky |- Truomg hop duge tuyén dung, g |- Da c6 kinh nghiém trong cong tic ré o, quan 1Y 18 hong bio mt.
) dé phit hi¢n cic diém yéu, ri ro vé an toan bao mit dang 160 tai. e LIOng AP € L0C THYn (NS 1
e o b 4 dua ra phuong i vi Khuvén s gt kbl pc thut lién quan. ) vién 6 trich nhi¢m hoan thign diéu |- C hiéu biét vé cdc 16 hong bao mét ing dung (OWASP Top 10, CWE, CVE)
Y “ ém v © phuone v © phue. - Trutmg hop diic biét: Ung vién khong diip tmg yéu chu vé bing cip nhung | kién tiéng Anh theo quy dinh hién |- C hiéu biét vé céc tiéu chuin bao mit vi dy nur ISO 27001 (ISO 27005), PCI DSS, CIS, NIST.
- Canh bio, huréng din va phoi hop i cic b phan khic xi 1§ cic diém yéu bio mt duge canh bio. P e S , A h PRI A AP S
" Kilmtra, o st kit qui thic sy cie diin v bio ot 6 chimg chi qudc té uy tin (SANS/GIAC, Offensive Seeurity, ISC2, EC- | hanh ctia BIDV trong thai han duge |- Thyc hién cong téc quan Iy diém yéu bo mét trén cdc hé thong thong tin. ) v
Council, ISACA) hofc thnh tich ndi bit (CTF, Bug Bounty, CVE/Hall of | yéu - T chirc ra sodit, dinh gid vide dp dung céc bién phip dim bio an ton bio mit h¢ théng thong tin theo cip do.
Fame) vin durge xem xét tuyén dyng. - Trién khai va duy tri dp dung céc tiéu chuin an ton bio mt gdm PCI DSS, SWIFT CSP...
- U tién g vién o céc chimg chi bio mit nhir CEH/CHFISECURITY/CRISC..
1. Trinh d chuyén mon: Tét nghiép Dai hoc trd Ién, hé chinh quy (bao
26m Dai hoc vin bing 2, Khing bao gdm i thic ho lén thong 1n Dai |- U i mg vien Qat it trong | e is o oo o0 i ki i hip (Red Tes)
hoc) tai cic trudmg Pai hoc trong nude hoic céc truong Dai hoe nude chimg chi tiéng Anh sau: TOEIC > |~ 1 rone bt i neom i xdy dung Lo i Khat thic ién quan (61 cde 1§
ngodi/lién két quéc 1é duge cong nhin theo quy dinh hién hanh. 600 / TOEFL PBT = 500 / TOEFL o hay phit i i 1 héng 0 iay 0m ngt y Gmg a
R - X . . Nga : Ung vién dip tmg didu ki¢n thude moy > > -
N Kiém thir xim nhap céc h¢ théng img dung CNTT theo hinh thirc Red Team véi cic mirc dd bao mit phin mém khic nhau, tir do phéi hop véi Blue Team nhim 2. Nganh/Chuyen nganh ddo tgo: Ung vién dép tmg dicu kién thuge mdt (CBT > 173 / TOEFL iBT 2 61 - C6 hiéu biét vé cic co ché phong thivgiam sit cia blue-team nhim tim cach bypass/én minh truée cic co ché nay
Chuyén R e .. {trong hai nh6m chuyén mon sau: IELTS > 5.5 / Cambridge FCE (B2 |10 °X ! uetea !
. 2 Phong An - |phét hién, ngan chan va khic phuc céc 13 hng bio mit. < 35 i tgi thoi [ o0 T o Y N N . : B2 1 Hidu 6 goc rd vin dé (root-cause) cia cic 13 héng bio mit (theo OWASP, CWE), cich khai thic 18 héng thi cong
Chuyénvien | vien ; Neodi h¢ 2 19" Nhom nganh Cong nghé — An ninh — K thuit: An toan thong tin, Cong |CEFR) / Bdc 4/6 theo Khung ning
4 ninhbio | 1 e[ MO phone I ci cude tin cong mang e thi, e6 thé nhim vio mit sin phim hofe mdt hé thing/ don vi va thye hign tét i cé cic bude cin thiét mi ke tin |diém dy tuyén o s WU e i (manual exploit — khong sir dung céc cong cu tw ddng), cich Iip trinh an todn (secure coding) vi khdc phyc 13i tuong iimg.
Redteam | Redteam théng nghé thong tin, Khoa hoe méy tinh, K thujt phin mém, Dién tir— Vién  {luc ngoai ngir Viét Nam.
mit e e . Dl Ve ; : |- Hiéu biét vé céc bude (phase) trong linh vy Red Team. C6 kinh nghigm sir dung céc cong cu hd trg trong qué trinh
Chp2/3i4 ! thong, H¢ théng thang tin, Todn — Tin, An ninh mang, hofc cic nganhky |- Truong hop duge tuyén dung, img
Nimiov nhimg nguy corlgi dung dif iéu v ngin chin vige ro ri trong twong lai biing viée md t céc cude tén cong mang va cic nguy co an ninh mang. ne ruone hop GO VSN QNS T | popieqt cing nhur cic cong cu trong timg Red Team phase.
thuit lién quan. vién 6 trich nhigm hodn thign didu || oy o e M CA¢ C0ne D e i vidt ms .
h g eneo VU 1 €6 kha nang 13p trinh ma trong nhirmg ngon ngi kich bin dé viét m khai thic (Bash, Powershell, Python, Perl, Java,
- Trudmg hop die ién khong ddp (g yéu ciu vé biing cdp nhumg |Kién tiéng Anh theo quy dinh hién e 4 trinh 1 2 i !
Jabviint e ‘ Net, ...), ¢6 khi ning stra, tgo cdc ma khai thic cho Web, OS, ...
o6 chimg chi q Y (SANS/G'AC Offensive Security, 1SC2, EC- | hinh cuia BIDV trong thot han duge | 1 s i chim chi bio mit chuyén siu nh OSCP/OSWE/OSCE/GPEN, c6 CVE/OF/CTF ndi bit.
Council, ISACA) hofc thinh tich ndi bt (CTF, Bug Bounty, CVE/Hall of ~|yéu ciu. ¢ v ’ :
Fame) vin duge xem xét tuyén dung.
Ung vien Gap mg 1 (rong cac nhom Kinh nghigm sau:
1. Quiin trj H¢ théng (Servers / OS / AD / Email)
- Téi thiéu 02 niim kinh nghiém quan tri hé thing miy chi va m trong cdc ming cong vie: Active Dircetory, DNS, Email,
1. Nhi¢m vy chung ciia Phong Quan trj ha thng: Windows/Linux/Unix Server, 4o héa VMware/Proxmox VE/PowerVM.
- Quin ti, van hanh todn b ha ting CNTT trong yéu: mey chi, hnu trir, mang, cloud, sao hwu & die phong dir ligu, dm béo én dinh — an toan — sin sing 24/7. -6 hiéu biét vé HA/DR, Backup/Restore, Clustering, Performance tuning; kY nang viét ti i & tu duy xir Iy sy o6 t6t.
~Trién khai, (3 wu, ty dong hoa ha ting CNTT; dam bio khi ndng mo rong, du phong va hiéu ning hé théng cho toin ngin hang. - C6 kinh nghigm qun trj va 14m viéc vai nén tang Redhat Openshift hoc céc hé thong méy chii Al 13 mdt loi thé
- Tham gia nghién cifu, tich hp cong nghé mai (Cloud, Container, Automation, AIOps) trong chién hrge chuyén di s BIDV. - U tién iimg vién 6 cic chimg chi CKA, MCSA/MCSE, RHCSA/RHCE, VMvware VCP, LPIC-
- Trién khai cdc du én ha ting, giai phip CNTT cua BIDV. Ui tién ting vién dat o trong e |- Hict uy trinh v hinh Data Center 1 loi thé.
2. Nhiém vy riéng cic Nhom (img vién s& duge phan vio 1 trong 3 nhom theo mire dj phit hyp) g chi G Anh s TOEIC+ |2+ Quin i Liru tr & Sao lru (Storage & Backup)
2.1. Nhom Quin trf h théng: 1. Trinh dj chuyén mén: Tét nghiép Pai hoe trs lén, hé chinh quy (bao '8 ch tene JC= |- T thiéu 02 ndm kinh nghiém quan trf hé thng SAN/NAS/Object Storage. Backup/Recovery, hofc DR sitc.
. L. 600/ TOEFL PBT = 500 / TOEFL PN N - N N 3
<35 wh bm Dai hoc vin biing 2, khang bao gém hinh thc hoc lién thong len Pai [ 10 S0 FAEEL | hiéu cong ngh u rx RAID, ISCSL, FC, tieing, replication; thinh thao CommVault, Veea, Veritas 1 I thé.
Chuyénvien | I diém dy tuyén cic truomg Dai hoc trong mde hode eéc trucmg ai hoe made JELTS 2 5.5 Cambridge FCE (i |- Ut tén chimg hi Dell EMC Storage Speciais, NetApp NCDA, Vecam VMCE, SNIA, hof ¢ kinh nghim bio v& dt
quin tri b | ye," Phong ~ Tham gia trén khai, bio tr va 161 wu cé ha tang iy ch, hé diéu hanh, dich vu nén tang. (Khong g é CEFR), Bic 416 h g mane.|1i6u da ting.
7 | théng e "i‘h ““',: Quintrihg| 3 [P A “Tham gia nghién ciu,thi nghi¢m,tién khai cic cong cu quin tr, céc i php, cong nght mai v& hé théng (méy chi, I i, sa0 hww/phyc héi di ligu, o | han tudi di v e i e viat T [3. Quin tri Cloud
théng - Luu é;? 3'/ f thng N tuyén dung ndi | rong cic nginh/chuyén nginh Cong ngh¢ — Ha tng — Ky thuit: Cong nghé Vvﬁ'ui‘l’f . s duec ma i dung, ing | P V6 tme vién bén ngodi BIDV:
trit - Cloud) P by Khéi thong tin, An toan thong tin, Khoa hoc méy tinh, H¢ thong thong tin, Dién tir e hop CUQC WYEN CUNE, 18 |, (6 kinh nghigm it nhit 02 nfim trién Khai, quan tri ha ting Cloud ciia mdt trong cc nha cung cp dich vu Cloud AWS,
Vién 6 trich nhiém hoan thign diéu
- Qun trj h¢ théng SAN/NAS Object Storage, 0 fiu— phuc hd di ligu bing CommVault, Veeam, Veritas CNTT) - Vién thong. Toin - Tin, Ky thuit miy tinh, hofc céc nginh ky thuge — | /157 5 ¥1e0 HEM B 04 | Gaogle, Orace
- Pam bio an todn, todn ven, khi nang phuc hdi di ligu cho cic hé théng trong yéu (Core, Data Warehouse, Cloud). cong nght lién quan khic. i ot BIDY trone thet i duoe Kinh nghi¢m vé mt trong céc do hoa VMWare, Nutanix, Openshift
- Thyc ign gidm sit. 61 . vi dién t3p DR, trién khai gidi phip bio vé di ligu da ting. o '8 MOTAN CUOC 1, (4 hiéu bid, kinh nghiém vé mt trong céc nén ting Container Openshift, Tanzu
2.3 Nhém Quin trj hy ting Cloud > + Ul tién g vién ¢6 chimg chi Linux Professional Institute LPIC-2, AWS Certificate Solutions Architect Professional,
- Quan i cic h¢ thing Private Cloud VCF. public Cloud (Qube té:Google Cloud, AWS v trong muo). Google Professional Cloud Architect
- Trién khai v quin tr cic nén ting Container: K8S, VMWare Tanzu, OpenShift D6 véi ing vien
- trién khai cdc cong cu gidm sét, thu thip log, backup, ty dong hoa cong viée quan tri, TaaC (infrastructure as code) cho céc ha ting Private Cloud, Public + C6 i thiéu 03 nim 2 chuyén vién cong téc tai m trong céc b phin quin tri hé théng mey chi, hé théng luu trr tai cc
Cloud Ban/Trung tam TSC.
+ C6 6 thiéu 03 nim cong tic tai BIDV, khang trong thi gian bi xem xét thi hinh ky luit hogc dang trong thii gian thi
anh .
Téng: 9




