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1. Trinh 09 chuyén mon: Tot nghitp Dai hoc 3 1en, he chinh quy (bao | (oo GG i bict vé el tiu chudn vE an todn bio mt he thong thong tin vi dy nhu ISO 27001, PCIDSS, CIS, NIST, ..
gm Pai hoc vin bing 2, khong bao gbm hinh thirc hoc lién thong lén Bai |~ 1o 18 Vi¢ ' |- T chire ra sodt, dénh gid viéc dp dung céc bién phip dam bao an todn bio mit h¢ théng thong tin theo cép do.
cic chimg chi tiéng Anh sau:
hoc cic truimg Dai hoe trong nude hofe cie trudmg Dai hocnage (7S MBS BN & duy ts dp dung ci ticu chuin an toin bao mét gom PCI DSS, SWIFT CSP...
- Lip ké hoach trién khai thye hign tuin thi theo cic chinh sich, quy dinh cia Nha nuc v BIDV d6i v6i linh vic an todn bio mit CNTT. o E";é;‘ quoc té d':’; °°‘[‘g “';j“ theo oo dinh " h:"h bt oy |/ TOBFL CBT = 173 /TOBFL iBT|"C0 W o t’;\?‘ e b“." e k'.e"‘lw;‘: gfﬁ hote T e i mang, (8 hing ATTT.
- Nghién ciru va dé xut xdy dung céc chinh sich, quy trinh vé an toan bio mét thong tin tuan thi theo céc quy dinh cua phép lujt, va theo cic tiéu ginh/Chuyén nginh dio tyo: Ung vién dip img dicu kin thude mit |, ¢\ 1 16> 5.5 / Cambridge |~ C0 KIS thife co bin ve quan tr hé thong, quan trf mang, an ninh mang, 19 hong ’ )
. 5 « . | trong hai nhém chuyén mon sau: h - U tién tmg vién o6 cic chime chi bao mit nhur CISA/CRISC. ., c6 kinh nghi¢m vé kiém toin CNTT, ATTT, quin t cic
.| Chuyen | PhongAn jihg |chuinthing I¢ quée & <35 i tai hai| 019 P2 MOM chuyén e - . |FCE (B2 CEFR)/Bic 4/6 theo :
Chuyénvien | 2 1ong # Neodi h 2 1) Nhom nginh Cong nghé — An ninh — K3 thut: An toin thng tin, Cong : € V90O | dy dn CNTT, ATTT.
1 ORe | VENGRC | minhbio | 1 SO0 | R soit, quin didm dtuydn | iy 1ot K3 that dhin o, Dion v Khung nang lyc ngoni ngzr vigt |2 & CNTT.
Cip2/3/4 | mit 2 |_Thye hign ra soat diém yéu b mat, kiém todn bio mit céc thanh phin trong hé théng CNTT (miy chi, img dyng, co s6 dit liéu, thiét bi mang, thiét bj bio neghe thong tp, Ishoa ioc may tinh, 18y thudt phan mem, Dien W = VIR N
Sos diem {00 a0 At ol thong, HE théng thong tin, Toén — Tin, An ninh mang, hofc cic nginh ky | :
é phit hién céc diém yéu, i ro vé an toan bio mit dang (én tai ) ) e e ‘Truémg hop duge tuyén dyng, |
e 4§ dnh huémg cila céc dism ySu bio mit doi v6i b§ thdng dé dwa ra phrong én vi khuyen nghj khao phye. ~Truomg hgp dic biét: Ung vién khong dap img yéu chu vé bing cip (mg vién e trich nhiém hodn thién | ia) i & eic tieu chuin bio mét vi du nhw 1S0 27001 (IS0 27005), PCLDSS, CIS, NIST.
- Cinh béo, huéng ddin va phoi hop v6i cdc b phin khic xi 1§ cc diém yéu bio mat duge canh bio, 2 hop Ung vién i didu kién tiéng Anh theo quy dinh
i st Kt s chc poon o iy bl . g c6 chimg i qube € uy tin (SANSIGIAC, Offensive Security, [t F9 R TG0 MR | T hien cong e quin I diém yéu bio mit én cic hé thing thing tn ) )
1SC2, EC-Counci, ISACA) hofc thinh tich i bat (CTF, Bug Bounty, (107 "0 - Té chitc r soit, dinh gid vige dp dung cdc bién phip dam bo an todn bio mt hé théng thong tin theo cip do.
CVE/Hall of Fame) vin dugc xem xét tuyén dung. e ¥ - Trién khai va duy tri dp dyng cic tidu chuan an toan bao mit gdm PCI DSS, S S|
- Ul tién g vién ¢6 cac chimg chi bio mt nhu CEH/CHFUSECURITY +/CRISC...
Gim st an ninh mang 24x7 (SOC Tier 1):
- Gidm sit SIEM/NDR/EDR trén giao dién t3p trung: phit hién & canh bio bit thuémg theo thoi gian thute.
~Tiép nhin, phn logi (irnge), xif 1§ buce v, escalate diing SLA; kich hoat SOAR runbook.
- Téng hop chi 5, log su kign; dé xut tinh chinh use-case, rule, playbook. . Tinh 5 chuyin mon: Tét nghic i hoe e, h chishquy (bao | )
Quin trf vin hiinh SOC (Blue Team): im Dai hoc van bing 2, khong bao gom hinh thirc hoc lién thong Ien Dai |~ U HéM M8 vien dat mot rong. | g (44 an ninh mang 24x7 (SOC Tier 1):
- Quan trj & van hanh SIEM, SOAR, EDR/EPP, NDR; diku tra & xir 1 sy ¢d mite trung binhvkhi. o alcaz oy Bﬁ. hoe tng n\n%c hodic cic m-moaL Pai hoo fnmc 1 |ete chimg chi iéng Anh sau: - P co St ¢ st ANM hodic thuc tap dy an tuong duwong; ném ciin ban TCP/IP, S, loy
- Tiép nhan va xir 1§ cac sy cb an ninh mang (Incident Response). £ e e TOEIC > 600/ TOEFL PBT > 500 | P P & cuone: &
. s . i e . ohin fme v cho i oh . s - ;
Phin tich, dinh gid nh huong, mie 00 nghicm trong cia cic s ¢ an ninh mang va dua a bién phip X 1§, phin g v cic st 6 an ninh mang. b Ng“w Chyén nganh o ao: U ien dip me a1 Kign hude o || TOEFL CBT 2 173 / TOEFL iBT |~ CEH ScoumiyHCHET, tiéng Ach k5 gt dip fng doe
- Phat trién/toi wu use-case, rule, detection :maly“m trong hai nh6m chuyén mon sau: =61 /IELTS = 5.5/ Cambridge Q n hanh SOC (Blue Team):
e @ 0 L |- < 0 Iy / Bé e L N Py ” .
Chuyénvien | ChWen | Phong An Neodi h |- Kiém thr phong thi (purple exercises), & xudt hardening & gidm b& mjt tin cong = 35 i tai thei)| "y s hodnh Cong nghé — An ninh - Ky thudt: An toin thong (in, Cong FCE (B2 CEFR)/BAc 4/6theo | "t ig 2 i van hanhiidu tra sy o6 an ninh mang; hién st Windows/Linux/AD, networking, log.
2 VienSoC | ninhbio | 2 "¢ | Trién khai cic cong cu, gidi phap gidm it an ninh mang, diém dy tuyén Khung ning lyc ngoai nei Vigt A
soc P i T | e e iy i v Wit g sit. it 15 ot cf an ninh o nghé thong tin, Khoa hoc miy tinh, Ky thuit pl - o - Thinh thao kich bin Incident Response, viét seript 1 lgi thé
P s . uy trimh v & XLy swco an ninh mang. thong, H théng thong tin, Ton - Tin, An ninh mang, hofe cic nginh ky " N - Uu tién CEH/CHFUGCIH/GMON/GCDA, ¢6 tréi nghi¢m CTF/Red vs Blue.
Philn tich sy ign bio mit (Forensic Team): - Trutmg hgp duge uyén dung, | e T
- Didu tra s6: disk/memory/network forensics, rich xuit & phn tich artefact/log da nén tang img vién o tich nhiém hoin thign | " "m° ‘Z“ é“D::’R',';* ¢ ”';“5 °| "“:)h  thao Vol VARA. Sysinternals, PCAP.
- Phin tich mé dge, dich nguoc phin mém (Malware analysis - static/dynamic), phic thio kill-chain/timeline, chi ra loC & khuyén nghi. diéu kién tiéng Anh theo quy dinh icu 2 nam forensics/ma ware; thanh thao Volatility, » Sysintermals,
- H3 trgr vu vige mire nghiém trong/cao, viét bio cdo ky thudt & executive. hién hanh cia BIDV trong thoi han |~ Bict reverse co ban (x86/x64), sandbox, memory dump; uu tién scripting (Python).
P P . Co N - 1SC2, EC-Council, ISACA) hogc thanh tich ni bit (CTF, Bug Bounty, a3 - Uu tién CHFVGCFA/GREM/GIAC IR; ¢6 CVE/white-paper la diém cong.
- Chit dong ri quét, sin tim cic nguy co bio mat (Threat Hunting, Threat Intelligence) CVEall of Fame) vin dupe sem it ayén dun duge yéu ciu
- Nghién ciru, dp dung cdc cong ngh¢ mi vé an ninh bio mit. ot Fame e xe uyen dung
- Phit trién, t6i wu hoa va thue hién phan tich giai phap phat hién nguy co, ting higu qua ciia viée gidm sit an ninh mang va xir 1y sur cd.
- Tiép nhin va dua ra céc giai phip xir Iy céc sy kién bio mit mirc do anh huong cao/nghiém trong,
Ui Vi Gap g T Frong CAc AR KN NEAICAT S
1. Quiin trj H¢ théng (Servers / OS / AD / Emai
1. Nhigm vy chung ciia Phong Quan tri hy ting: - Téi thiéu 02 ndm kinh nghiém quan trj h¢ théng méy chi v mdt trong cde ming cong viée: Active Directory, DNS, Email,
- Quin tr, vin hinh toin b3 hy ting CNTT trong yéu: miy chi, luu tir, mang, cloud, sao luu & dy phong dit igu, dim bio én dinh - an todn - sin sing WindowsLinux Unix Server, do héa VMvare/Proxmox VE/Pover VM. .
oy - Co hidu biét vé HA/DR, Baukupu}eﬂm, Clustering, Performance tuning; Ky nang vt ti iéu & w duy xi 1§ sy c6 161
- Trién khai, t5i wu, tu dong hoa ha ting CNTT; dam bao kha niing mo rdng, dy phong va hiéu niing hé thong cho toan ngan hang. )
I:Z': ﬂzi"f:c ;uc::'h:ﬁg:g“‘; ;‘2"5":5"&""1_“% (c(‘;‘a";b(\';’"'“"'“ Automation, AIOps) trong chién luge chuyén dai 50 BIDV. - U tién itng vién dat mot trong (- Hiéu quy trinh vin hinh Data Center I I th.
2. Nhigm vy riéng cic Nhom (ing vién sé duge phan vio 1 trong 3 nhom theo mirc g phi hop) inb 4 chuyén mém: Tét neh oo b chinh e Ch',";" chi tiéng Anh sau: N 2. Quan trj Liru trir & Sao lru (Storage & Backup)
1. Nutn Quin 1 b thbng: 1. Trinh d§ chuyén mon: Tt nghip Dai hoc tr én, h chinh quy (bao | TOEIC > 600/ TOEFL PBT > S00 |- T thiéu 02 nam Kk nghiém quan tr b (hing SAN/NAS Obiect Storage, Backup/Recovery, hofc DR sit.
o vi e ht théng miy chi chuyén dung oia BIDV. 35 1t o £9m P hoc vin bifng 2, Khong bao o hinh thic hoc lién thong 1én Dai |/ TOEFL CBT > 173 / TOEFL iBT cong ngh¢ i trir RAID, iSCS, FC, ticring, replication; thanh thao CommVault, Veeam, Veritas I3 lgi
Chuyenvien | oo 'g"f‘: e e ‘y“C b "[ A d‘j‘?g ooty " "::/"LI:"%‘I"TX i ting o héa (VMware, Proxmax VE, PowerVM,..)ci BIDV et hoc) tai ci trucmg Pai ho trong nude hofc cic truomg Pai hoe nude |61/ IELTS 5.5 / Cambridge én chimg chi Dell EMC Storage Specialist, NetApp NCDA, Veeam VMCE, SNIA, hoe co kinh nghiém hao vé dt
quan tri h¢ viénuz:m Phong Quin - Quan i cac he thong Active Directory, e © dicu hay o w > N tang o hox ware, Froxmox VE, FowerVM....) ctia Khom izi én két quéc té duge cong nhin theo quy dinh hién hanh. FCE (B2 CEFR)/Bic 4/6 theo  |li¢u da ting.
3 | thbng (HE | o g [ trihadng | 2| boKhéi |- Tham eia nghién cir, thit nghiém, trén khai cic cong cu quan tr, cic gidi phip, cong nghé mdi vé h théng (méy chis luu tr, sao huwphye héi 4 licu, do |han tudi 061 v6i - Nganh/Chuyén nganh dao tgo: Ung vién dip img didu kién thude mgt. | Khung ning lye ngoni ngt Viét |3, Quin trf Cloud
théng - L | 138 TR | 1 T [hoas g gt |1ronE v nginh/chuyn neinh Cong nght — Ha ting — K thut: Cong | Nam. D véi img vién bén ngodi BIDV:
? 2 N Lot vi bio 16 di b4 K Cytry | b thon tin, An todn thing tn, Khoa hoc iy tnh, H thing thing i, |- Truog hop duge tuyén dung, |- Ca kinh nghiém it it 02 nam trién i, quin tr b ting Clovd i mt trong e nhi cung cip dich vu Cloud AWS,
"\ ": ‘;“ "‘sjw N"A‘S’ o: ‘“S . ac hdi di 1 bing CommVault, Vi Verit 0 Khol Pién tir - Vidn thong, Todn — Tin, K thuit may tinh, hodc céc nganh k§ | img vién ¢6 trich nhiém hoan thién | Google, Oracle
- Quan tri hé thong lect Storage, 520 luru - phye ““w"h iéu bing CommVault, Vecam, Veritas. thut ~ cong nghé lién quan khic. didu kién tiéng Anh theo quy dinh |+ C6 hiéu biét, kinh i & i o e o i VMWare, Nuani Openshift.
hign hanh cia BIDV trong théi han 9t trong cic nén tang Container Openshi
;‘;}‘:ﬁ":"og“':":'hﬁ.:‘; (V;n‘:l:" t#p DR, trién kha gidi phép bio v¢ i iéu da ting. duge yéu ciu.. « Uu tién (mg vién 6. chu ing chi Linux Professional Institute LPIC-2, AWS Certificate Solutions Architect Professional,
- Quin ri cic hé théng Private Cloud VCF, public Cloud (Quéc té:Google Cloud, AWS v trong nugc). SZ??,',El ?T'e‘zsm"al Cloud Architect
- Trién khai v quan trf cdc nén ting Container: K8S, VMWare Tanzu, OpenShift G151t 03 w1 chuyén vién cong tie tai mot rong cde bo phd 1 b6 théng miy chis, hé théng hwu trif ti ¢
- tién khai cic cong cu gidm s, thu thp log, backup, tw ddng héa cong vige quin ti, laaC (infrastructure as code) cho cdc ha ting Private Cloud, Public Ba:/;"’:mg‘:;m a1 chuyen viem cong tde af m tron i BO PN dun 1 he hong miy chi b thone o ¥ ol
Cloud 6 t6i thiéu 03 nim cdng tic tai BIDV, khing trong thai gian bj xem xét thi hinh ky luit hofe dang trong thoi gian thi hanh
1. Trinh ¢ chuyén mon: Tét nghiép ai ho tro lén, hé chinh quy (bao | o . .
ebm Bai hoe vn bing 2, khong bao gom hinh thirc hoc lién thong lén Dai |~ U HEN Une viéh dat mdt trong
oo e e o o one e DA1 | cic chimg chi tiéng Anh sau:
o) tai ; :\xdn e 10 trong n'l\mL hoAL « Ldnll:'ll:g ;: ho(. nuée TOEIC > 500/ TORFL PBT 2 500
én ket quoc 1€ duge cong nhin theo quy dinh hién hnl TOEFL CBT > 173 / TOEFL iBT |- Téi thiéu 2 nam bio mit mang, bio mat miy tinh; am hiéu routing/switching, TLS, PKI, AD, OS hardening.
X R R i 2. Nganh/Chuyén nginh dio tgo: Ung vién dp tmg diéu kién thude mdt |, (1" 11 7655 5/ Cambridge |- Co hidu biétséu vé bio mit mang (Frewall, IP v cic i hip bio it mang ki)
Chuyén vién Chuyén Phong An - Quan trj, viin hanh va toi wu hoa (hardening) cac hé thong bao mét ha tang, bao gom céc h¢ thong bao mit mang, bao mét méy tinh (Firewall, IPS, VPN, <35 tudi tai thoi trong hai nhém chuyén mén sau: ;CE B2 CEF}) 1 Bic 4/6 theo
P e | vienbio | 007 5| Neoii hé |ZTNA, Microsegmentation, NAC, DNS Security, MDM, EDR/EPP, DLP..). i d g |- Nhom nginh Cng ngh — An ninh — K thudt: An toin thong tin, Cong [0 =20 B0 B P0G
""l."g mit ha ting “"IMS‘W thing |- Xay dung, dé xuit cic yéu an toin bio mit d5i v6i hé théng bio mit mang, bio mit miy tinh. WIWYEN | o thong tin, Khoa hoe miy tinh, K thudt phin mém, Dién tir — Vién N '8 nang Iue ngodi netr Vict c cing nght va ol gibi phip b it ehe miy tram,
Chp 34 - Dhu méi dinh gid rai ro, & p. bién php an toan bio mt mang, bio y tinh cu thé trén cde moi truomg on-premise hof cloud. tong e théng thng tin, Toin —Tin, An inh mar hole i nginh ky Ul i g it 0 o6 Kinh o g ebg t i, f b o b8 théng bi it iy tish o Treli,
uat iEnquan. S TrendMicro, Forescout, c6 céc chimg chi bao mit lién quan nhu Network +/CCNA Security, CySA+, Azure/AWS Security.
- Truomg hop dic biét: Ung vién khong dip img yéu ciu vé bing cip g
2 ongvien . 3 ‘ didu kién tiéng Anh theo quy dinh
nhung c6 chimg chi quéc € uy tin (SANSIGIAC, Offensive Security, ~ [11 61 1En8 (G fheo b Ciih
1SC2, EC-Council, ISACA) hafe thin tich ndi bit (CTF, Bug Bounty, [ ™" "2t 5 o
CVE/Hall of Fame) vin duge xem xét tuyén dung. 0 ¥¢
1. Quin trj CSD!
~Quan trj cic h¢ théng CSDL vi cic hé théng CNTT dic thi khic eua CSDL tai BIDV & mite o quan trong trung binh theo sy phin cong cia truong nhom
va Linh dgo phong Qun tr Ha ting .
~Xay dyng, rién khai céc hé thing CSDL c6 mitc o quan trong trung binh theo s phén eong eia trudng nhom v Linh dgo phong Quin tr Ha ting R SR
- Xit Iy chc vAn défsy cb c6 d ph trung binh, thyc hién hé trg ky thuit thuge mang cong viée duge phin cong quan tri 1.1, Déi vé1 img vién ngoai BIDV: . N
e sk o8 oo do puie P . - Té thiéu 02 nm qun trj CSDL (rién khai, vin hinh, t6i uu, sao hawkhoi phyc).
- Gidm s, theo di canh bio cc vin dé lién quan CSDL - Uintién g vien dat mix rong |~ T e St tieh Iitu mime i b s 28 i o e Kinh nghiém vict i icw & thuse
“Ti wru b théng dinh ky hode dt x hé théng CSDL: Phén tich xir [y & mitc d trung binh, sir dung thinh thao cong cu ¢6 sin va thyc hién theo L Trinh 40 ¢h s Tht nghic Da ho e e, his quy b |55 CHTE T tiéng Anh sau: e et uster, PRAn el RIGU ang, X4 1y sy €0 pie (ap: 0 kinh nehicm viet (i ficu & thuye
huéng din. Cap nhat ban v va ning cip cic hé théng CSDL theo hwong din. rinh d chuyén mon: Tot nghiép Dai hoe tro lén, he chinh quy (ba0 | yopyc > 600 TOEFL PBT > 500 |1 " .
e e 0m D hge van bing 2, Khong bao gom hinh thic hoc ién thong lén Dai | (o= €00/ TOEFE MR B0 Chtng chi (chuyén Khich): Oracle (OCA/OCP), PostgreSQL, SQL Server (MCSA/DP-300), Linux/Cloud corbin.
N n 1y tr hogl £ong G5 . U < 35 it 103 ho) i i e D ho tron e o i (g Dai hos e S 1.2. D6i véi img vien ngi by BIDV
Chuyen - Tiép nhan/xir 1§ thang tin vé e su kidn Co s di lidu it du i ' =61/ IELTS 5.5/ Canbridge |- e a  chitne t wiivin hanh CSDL 2 01
Chuyén vién | vién quin X ~ Tham gia xéy dung va g6p Y, trién khai vGi quy trinh/quy dinh trong ming cong viée duge phin cong quin tr ming cong viée lién quan iém dituyén - ngoiilién két quéc € dug _ |FCE (B2 CEFR) / Bjc 4/6 theo | Ut tién cin bg dang lim by tang/img dyng c6 minh chitng tham gia qudn trj/vdn hinh CSDL = 01 ndm.
5 |quantriCo'so| trj Cosi | POnEQuin| ~Tham gia nghién ciru, nam bt cong nghé méi, dé xuit va Thue hign cic dé tai nghién ciru vé CSDL dé 4p dung cic cong nghé phit hgp vio h¢ théng (Khong gii |2 NganivCluyén nginh G0 tyo: Ung vién 0 ing diéu kién thude it Khung néing e ngogi ngar vige | C0 dAnh i 16t vé ky ludt vin hanh, phdi hop Khdi nghiép vu, tinh thin ca tién/ty dang hoa,
o i g | i ha ting b3 Khidi | e ) Han i 48 v6i trong cic nginh/chuyén nginh/ahom nginh Cong nghé — Di figu ~ Ky [ oo v # |- Cam két hon thinh chimg chi CSDL phi hop trong thei han do don vi quy dinh.
3 g CNTT 1" Trye tiép thue hign cong tic quin 1y bio mat v phin quyén CSDL theo thi lidu. cong tic quin tri, gidm sit tuyén dung ndi | thudt: Cong nghé thong tin, Khoa hoc miy ng thong tin, Todn | p o 1o duge tuyén duny 2. Ning lyc chuyén mon
P thu '8 tic quin 1y phan quy - cong e quan . g b Khéi CNTT)| - Tin, An toan thong tin, Ky thuat phan mém, Dién tir - Vién thong hoge | e 0P CU0C WY QNS i viing SQL, thict ké Iuge 6, phin quyén/kiém st truy cap, backuplrestore, monitor & tuning.
2.Trién Khai dy in/PAMS/Bio tri: Tin. An todn thong tin, K thudt phin mem, i¢n e 1N RORE | vien e trich nhigm hoan thién
céic nginh k thuit - cong nghé khic ¢ dio tao vé coso di iguvahg | e O - Biét vin hinh it nhdt 01 hé CSDL: Oracle/SQL Server/PostereSQL: hiéu NoSQL i loi thé.
~ Theo doi va phi hap thue hicn phuang dn bio tri CSDL, cic thiét bi CNTT e didu ki téng Anh theo quy dinh |~ D1 vih M ARALOR B CSDL: Oracl | o O Prometheus. Zabb
~Tham gia trién khai cic dy an, ké hoach mua sim lién quan dén CSDL va cac dy 4n c6 lién quan ciia BIDV thong thong tin. hi¢n hanh cia BIDV trong thoi han ‘°‘;; ;":c”::m° iéu hinh (Linuy/ Windows), mang. I tix, cdng ey gidm sit rafana/Prometheus, Zabbix...)
duge yéu cau.. 3
A ?;i':;fﬂ i dy phns HA, DR, g i s ccho CSDL hrgo yéu cdu _ Phin tich & gii quyét vén d&, giao tiép phéi hop ddi lién chirc néing; cn trong, tuin thi quy trinh thay déi
Pbbi bop ay dioms Kih bie v t o it tp i phong HA, DR theokich bin - Chiu dp Iue carkip khi xir 1§ sy e6: tinh thin trich nhiém — trung thye — ch dang hoe hoi.
4. Thye hign cic cong tic khic
“Thye hién mgt sb ndi dung thuge nghiép vy Cor s dit ligu do inh dgo phin cong.
“Tham gia cdc t5/nhom trong va ngodi Trung tam CNTT
Tong: 9




